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NOTES TO THE READER

The Public Sector Risk Management Framework (Framework), 

including the accompanying guideline documents, templates and 

printed or downloaded but may not be used for commercial purposes.  
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PREFACE

The Framework has been developed in response to the requirements 

of the Public Finance Management Act and Municipal Finance 

tools have been developed to enhance the user’s understanding of 

a web based e-Learning module has been developed to provide a 

The full framework, as well as the accompanying tools and e-Learning 

gov.za/psrmf.asp.

Seeing that risk management is an evolving profession, the 

Framework (including the guideline documents, templates, 

updated periodically to keep up with new developments and user 

needs.  Users are encouraged to assist in improving the relevance and 

The Chief Directorate:

Private Bag X115

Pretoria, 0001
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SECTION 1

INTERPRETATION AND 

BACKGROUND

Risk Management Framework9



 

CHAPTER 1 

- DEFINITIONS

1.  

In this Framework, unless the context indicates otherwise –

 

a) 

b) 

c) In a Provincial Department: The Head of Department;

d) In a Municipality: The Municipal Manager; and

e) 

a)  

appointed by the Minister accountable to Parliament for that 

b)  

of the Board of Directors / Council.
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for overseeing the service contract and the overall quality of the 

services provided). 

a)  

b)  

accountable to Parliament for that department;

c)  

of a province who is accountable to the Provincial Legislature for 

that department;

d)  

e)  

f)  In a Municipality:  The Municipal Council; and

g)  

municipality.

“Framework” means:

The Public Sector Risk Management Framework.

“Inherent Risk” means:

The exposure arising from risk factors in the absence of deliberate 
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management, control, and governance processes. 

“King III” means:

The King Code of Corporate Governance for South Africa 2009.

“Management” means:

“MFMA” means:

Municipal Finance Management Act (Act No. 56 of 2003).

“PFMA” means:

Public Finance Management Act (Act No. 1 of 1999 as amended by 

Act No. 29 of 1999).

“Residual Risk” means:
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inherent risk).  

“Risk” means:

Management must be aware of and be prepared to exploit.  This 

“Risk Champion” means: 

risk owner. 

“Risk Factor” means:

“Risk Management” means:

monitor risks.

“Risk Management Unit” means:

and managing risk.   
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“Risk Owner” means:

“Risk Tolerance” means:

the amount of risk it is willing to bear)
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CHAPTER 2 

- PURPOSE, APPLICABILITY AND 

BACKGROUND

2.  Purpose

(1)  The Framework has been developed in terms of the prescripts (a) 

a)  

transparent systems of risk management;

b)  

and transparent systems of risk management;

c)  

Treasury to prescribe uniform norms and standards in terms 

of this Act; and

d)  

the Minister of Finance to prescribe uniform norms and 

standards in terms of this Act.

(2) The Framework also incorporates the requirements of the 

Batho-Pele principles and King III insofar as they concern risk 

management. 

 

sustain their performance by enhancing their systems of risk 
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3.  Applicability 

(1)  

hence it is not possible to produce a blueprint that can be 

(2)  

(3)  

4.  Background

(1)  

provide services or products in the interest of the public good. 

(2) 

(3)  The public sector environment is fraught with unique challenges 

such as inadequate capacity, excessive bureaucracy and 

(4)  

whole and place an extra duty of care on public sector managers 

to contain risks within acceptable limits.  
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(5)  Risk management is a valuable management tool which increases 

(6)  

(7)  

understand the intrinsic risks associated therewith and direct 

resources towards managing such risks on the basis of cost-

(8)  

transparent systems of risk management and internal control.

(9)  

through the risk management process achieve, among other 

things, the following outcomes needed to underpin and enhance 

performance: 

a)  more sustainable and reliable delivery of services;

b)  informed decisions underpinned by appropriate rigour and 

analysis;

c) 

d) reduced waste;

e) 

f) 

resources; and

g)  

programme management.
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SECTION 2

PROCESS FRAMEWORK
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CHAPTER 3 

-  CREATING AN ENABLING 

 ENVIRONMENT

5.  

(1)  

of risk management. 

(2)  

management, providing the underpinning culture, discipline 

(3)  

a)  

b)  adopts a value system founded on a public service ethos; 

c)  possesses the inherent competencies required to execute its 

mandate;

d)  

accountability and performance management; and

e)  

risk management and internal controls. 
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6.  

(1)  

and equitable. 

(2)  

a)  

b)  

c)  

7.  Risk management policy 

(1) 

Authority.  

(2)  The risk management policy should: 

a)  

in the context of how risk management is expected to 

b)  

transparent system of risk management;

c)  

d)  

e)  outline the risk management approach; and

f)  
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(3) The risk management policy should be communicated to all 

8.  Risk management strategy 

(1)  

(2)  The strategy should include:

a) 

maturity; 

b) 

c) 

lines;

d)  

e)  user guidelines; and

f) details of review and assurance of the risk management 

process.

(3)  

(4)  

9.  

(1) 
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(2)  

10.  Human resource capacity 

(1)  Adequate human resources capacity, represented by the 

requisite number of people with the right skills, is fundamental 

(2)  

of the relevance of risk management to the achievement of their 

performance goals.

(3)  Training and support should be provided to everyone involved in 

(4)  

11.  Tools and technology 

(1)  

consuming tasks in the risk management process. 

(2)  

of automated tools for capturing, organising, storing and 
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(3)  

12.  

(1)  

control.     

(2)  

costs of the Risk Management Unit.   

(3)  

may be.

(4)  Investments in risk management and control should be 
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CHAPTER 4 

-  INTEGRATION OF RISK 

 MANAGEMENT ACTIVITIES

13.  Enterprise-wide risk management (ERM) 

(1)  

selected areas, to isolate the material risks. 

(2)  ERM represents a response to the dilemma that risks (including 

(3)  

risk is internally or externally generated.

(4)  

a)  

b)  

and

c) consider the material risks throughout the value chain 

or goods, to appreciate the threats posed by the non-
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(5) 

Act and others.  

(6) 

a)  

b)  

c)  

d)  awarding of tenders.
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CHAPTER 5 

-  RISK IDENTIFICATION

14.  

(1)  

 

(2)  

based on the threats and events that might prevent, degrade, 

(3)  

(4)  

of whether or not such risks are within the direct control of the 

(5)  

as possible on unbiased independent sources, including the 

(6)  

and screening risks but it is important that these judgement based 
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(7)  

a) review of external and internal audit reports;

b) 

c) 

d)  historic data analyses; 

e)   actual loss data; 

f) 

g)  benchmarking against peer group or quasi peer group; 

h)  

i)   scenario analyses; and

j)  

15.  

(1)  

external factors, through appropriate processes of:

(a)  

with regard to whether such choices weaken or strengthen 

(i)  

risk issues are factored into the decision making process 

(ii)  risks inherent to the selected strategic choices should 

be documented, assessed and managed through the 

and

(iii)  strategic risks should be formally reviewed concurrently 

with changes in strategy,  or at least once a year to 

consider new and emerging risks.
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b)  

(i)  

processes and systems, contractors, regulatory 

(ii)  

environmental scanning, process reviews and the like; 

and

(iii)  to the extent that 15(1)(b)(ii) is deemed inadequate to 

risks. 

c)  

(i)  

covering the whole lifecycle; and   

(ii)  for long term projects, the project risk register should 

emerging risks. 
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CHAPTER 6 

-  RISK ASSESSMENT

16.  Risk assessment 

(1)  

(2)  

expected to have the capacity to deal with all risks in an equal 

manner.  

(3)  Risks should be assessed on the basis of the likelihood of the 

(4)  Risks should be expressed in the same unit of measure used for 

the key performance indicator(s) concerned. 

(5)  Risk assessment should be performed through a three stage 

process: 

a)  

level of exposure in the absence of deliberate management 

b)  secondly, a residual risk assessment should follow the process 

described in 16(4)(a) to determine the actual remaining level 

c)  thirdly, the residual risk should be benchmarked against the 

Risk Management Framework29



 

(6)  Risk assessment should be strengthened where possible by 

referred to in 14(7).

(7)  Risk assessments should be re-performed for the key risks in 

as a result thereof. 
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CHAPTER 7 

-  RISK RESPONSE

17.  Responding to risks 

(1)  Risk response is concerned with deve loping strategies to reduce 

or eliminate the threats and events that create risks.   

(2)  

(3)  

(4)  Management should develop response strategies for all material 

risks, whether or not the management thereof is within the 

(5)  Where the management of the risk is within the control of the 

a)   

b)   

the internal control system;

c)  transferring the risk to another party more competent 

establishing strategic partnerships and buying insurance; 

d)  

e)  
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factors.  

(6)  In instances where the management of risk is not within the 

measures such as forward planning and lobbing.

(7)  Response strategies should be documented and the 

communicated to the relevant persons.  

18.  

(1)  

(2)  

of internal controls, consistent with their delegated authority.

(3)  Management should develop the internal control architecture 

through:

a)  

b)   

c)  

(4) The internal control architecture should include: 

a)  

structure and systems support its policies, plans and 
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b)  

c)  

for fully and transparently and are properly documented; 

and

d)   
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CHAPTER 8 

-  COMMUNICATION AND 

 REPORTING

19.  

(1)  

respond to risks.  

(2)  

should support enhanced decision making and accountability 

through:

a)  

b)  
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CHAPTER 9 

-  MONITORING

20.  Risk monitoring 

(1)  

(2)  

accordance with the risk management policy, strategy and plan. 

(3)  

a)  

b)  response strategies are producing the desired result of 

c)  
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SECTION 3

ROLES AND RESPONSIBILITIES
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CHAPTER 10 

-  RISK MANAGEMENT 

FUNCTIONS OF EXECUTIVE 

AUTHORITIES

21.  

management 

(1)  

management to the extent necessary to obtain comfort that 

(2)  

should include:

a)  

government mandate;

b)  

strategic choices were based on a rigorous assessment of 

risk;

c)  

properly managed; 

d)   

e)  

performance management and value for money.
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(3)  

also: 

a)  approve the risk management policy,  strategy, and 

b) 
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CHAPTER 11 

-  RISK MANAGEMENT 

FUNCTONS OF ACCOUNTING 

OFFICERS / AUTHORITIES

22.  

management 

(1)  

overall governance of risk. 

(2)  

should include: 

a)  

management of risks;

b)  

c)  holding Management accountable for designing, 

d)  holding the internal structures referred to in 22(2)(b) 

for risk management; 

e)  providing leadership and guidance to enable Management 
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and internal structures responsible for various aspects of 

f)  

g)  approving the risk management policy,  strategy, and 

h)  

i)  

j)  

k)  

l)  

risk management; and

m)  providing assurance to relevant stakeholders that key risks 
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CHAPTER 12 

-  RISK MANAGEMENT 

FUNCTIONS OF AUDIT 

COMMITTEES 

management 

(1)  

management.

(2)  

(3)  

(4)  

a)  

b)  

and risk management in the annual report;

c)  

for improvement;

d)  ensuring that the internal and external audit plans are 
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e)  

following areas:

(i)  

(ii)  

(iii)  

(5)  

(6)  
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CHAPTER 13 

-  FUNCTIONS OF RISK 

 MANAGEMENT COMMITTEES

24.  

(1)  

(2)  

comprise both management and external members with the 

a)  

b)  

c)  a thorough knowledge of risk management principles and 
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a)  

(i) risk management policy; 

(ii) risk management strategy;

(iv)  

*  supported by a rigorous analysis and expert 

judgement;

*  expressed in the same values as the key 

performance indicators to which they apply; 

*  set for all material risks individually, as well as in 

*  

framework.

(v)  

supported by a rigorous analysis and expert judgement 

of: 

*  

shocks; and

*  

(vi)  

b)  

c)  

strategy (including plan);

d)  

e)   

assurance providers on the system of risk management and 
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f)  develop its own key performance indicators for approval by 

g)  

h)  

/ Authority on the state of risk management, together with 

(6) In instances where the scale, complexity and geographical 

a)  

b)   

c)  
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CHAPTER 14 

-  FUNCTIONS OF CHIEF RISK 

 OFFICERS

25.  

(1)  

performance. 

(2)  

include:

a)  

vision for risk management;

b)  

inter alia, the:

(i)  risk management policy;

(ii)  risk management strategy;

(iii)  

(iv)  

(v)  

(vi)  

c)  

d)  

e)  
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f)  

maturity; 

g)  

and development of response strategies;

h)  

i)   

of risk assessments to extract risk intelligence; 

j)   

/ Authority, Management and the Risk Management 

k)  

General in developing the combined assurance plan for the 

 

Risk Management Framework47



 

CHAPTER 15 

-  RISK MANAGEMENT 

FUNCTIONS 

 OF MANAGEMENT

26.  

(1)  

(2)  

a)  

management strategy;

b)  

c)  

d)   

of key risks within their area of responsibility;

e)  

Management Unit and Risk Champion; 

f)   providing risk management reports; 

g)  

as requested; 

h)  

environment within their area of responsibility;
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i)   monitoring risk management within their area of 

responsibility; and

j)  
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CHAPTER 16 

-  RISK MANAGEMENT 

FUNCTIONS OF OTHER 

OFFICIALS

27.  

(1)  

(2)  

a)  

b)  

c)   informing their supervisors and/or the Risk Management 

d)  
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CHAPTER 17 

-  FUNCTIONS OF RISK 

 CHAMPIONS

28.  

(1) The Risk Champion is a person with the skills, knowledge, 

(2)  A key part of the Risk Champion’s responsibility should involve 

(3)  The Risk Champion should also add value to the risk management 

process by providing guidance and support to manage 

(4)  

possess:

a)  a good understanding of risk management concepts, 

principles and processes;

b) 

c)  expert power;

d)  

e)  

(5)  The Risk Champion should not assume the role of the Risk 

Owner but should assist the Risk Owner to resolve problems.  
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CHAPTER 18 

-  RISK MANAGEMENT 

FUNCTIONS OF INTERNAL 

AUDITING 

29.  

(1)  

(2)  

improvement where necessary.

(3)  

of the key risk areas. 

(4)  

Auditor’s assessment that: 

a) 

b)  

c) risk responses are appropriate to limit risk to an acceptable 

level; and

d) 
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(5)  In case where the Internal Auditor assumes the role of the Chief 

a)  

d)      recommending risk responses to Management; and

(6)  
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CHAPTER 19 

-  RISK MANAGEMENT 

FUNCTIONS OF EXTERNAL 

AUDIT 

30.  

 

(1)  The external auditor (Auditor-General) provides an independent 

(2)  In providing the audit opinion, the Auditor- General usually 

focuses on: 

a)  determining whether the risk management policy, strategy 

b) 

c)  

and emerging risks;

d) reviewing the risk assessment process to determine if it is 

e) 
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CHAPTER 20 

- RISK MANAGEMENT FUNCTIONS 

OF THE NATIONAL TREASURY

management 

(1)  

a)  prescribe uniform norms and standards; 

MFMA;

c)   

d) enforce the PFMA and MFMA.

(2)  

management, including any prescribed norms and standards. 

(3) 

(4)  
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(5)  

Risk Management Framework56



 

CHAPTER 21 

-  RISK MANAGEMENT 

FUNCTIONS OF THE 

PROVINCIAL TREASURIES

management 

(1)  

a)  prescribe uniform norms and standards; 

b)  

MFMA;

c)  

d)  enforce the PFMA and MFMA.

(2)  

management, including any prescribed norms and standards. 

(3) With respect to capacity building, the Provincial Treasury 

management.

(4)  With respect to enforcement, the Provincial Treasury should 

for, among other things, risk management in provincial 
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SECTION 4
PERFORMANCE AND 
EVALUATION OF RISK 

MANAGEMENT
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CHAPTER 22 

-  EVALUATION OF RISK 

MANAGEMENT EFFECTIVENESS

(1)  

(2)  

achieve a mature risk management regime in order to realise the 

outcomes referred to in 4(9).  

(3)  

risk management by measuring outcomes against preset key 

(4)  

their current and progressive risk management maturity.

34.  Performance Indicators 

(1)  

sustaining a vibrant system of risk management and to that 

performance indicators.  

(2)  
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performance in leading the risk management process in the 

a) the risk management maturity trend as measured in terms 

of an appropriate index such as the Financial Capability 

Maturity Model;

b) 

including comparison of year-on-year performance;

c) 

against the peer group or quasi-peer group;

d) percentage change in unauthorised expenditure, fruitless 

and wasteful expenditure and irregular expenditure based 

on year-on-year comparisons;

e) percentage change in incidents and quantum of fraud based 

on year-on-year comparisons; and 

f) progress in securing improved audit outcomes in regularity 

and performance audits.

(3)  

following and other relevant indicators:

a) 

b)  

c) 

respect of risk management; and

d) 

risk management.

(4) 

following and other relevant indicators:
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a) 

assessment;

b) 

management framework; 

c) the Internal Audit report on the state of risk management;

d) 

e)  

indicators:

a)  

b) 

in risk management; 

c) risk management maturity;

d) 

e)  

f)  absence of surprises.  

(6) 

performance of Management through the following and other 

relevant indicators:

a)   business unit performance against key indicators, including 

comparison of year-on year performance;

b) 

c)  

stakeholders involved in risk management;
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d)  

e)  

f)  absence of surprises;

g) 

losses;

h) 

wasteful expenditure and irregular expenditure;

i)  

j)  progress in securing improved Internal Audit and Auditor-

General outcomes in regularity and performance audits.

(7) 

performance of Risk Champions through the following and other 

relevant indicators:  

a)  

(8)  

following and other relevant indicators:

a)  

management; and

c) 

(9)  

through the following and other relevant indicators:

a)  
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